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Cidron Family Reader

The Cidron reader family’s compatibility with secure RFID-technologies,
BLE, NFC mobile credential and QR code incorporated in a robust, yet
timeless design, makes them ideally suited for both indoor - and outdoor
installations in all kinds of physical access control applications.

Cidron family is a reader operating on both
125KHz and13.56MHz which makes it ideal to
use where several card populations with
different RFID-technologies and/or
frequencies should be used at the same Time.
The Cidron family allows for controlled
upgrading of legacy RFID-technologies utilizing
125KHz to a secure RFID technology such as
MIFARE® DESFire® EV1/EV2/EV3 which
operates on 13.56MHz and allows for AES128
encrypted communication between credential
and reader. Cidron family supports reading of
13.56MHz technologies, for instance, MIFARE®
Classic, MIFARE®Plus sector, MIFARE®
DESFire® EV1/EV2/EV3 application and
Mifare® DESFire® DUOX (on request)
combined with 125KHz technologies such as
Electromarine(EM4200) and Proximity
compatible cards.

Cidron VG3 reader compliants to encrypted
BLE 5.3 and NFC technologies for mobile
credential access control by smartphone to
instead of RFID smart cards. It also supports
OTA (Over-the-Air) firmware upgrades via BLE
connectivity through smartphone APP.

With assembled scanner Cidron is equipped
to support multi format QR codes 1D & 2D
codes, QR & Micro QR codes, Barcode and QR
codes used in paper or mobile phone. No
TOUCH access control solution for visitor
management.

Cidron supports two types of security
encryption technologies, Embedded Secure
Element Hardware and Secure Access Module
(SAM), which can be used independently orin
combination to enhance security, making them
suitable for the most advanced security-critical
applications.
- Itis designed with Embeded Secure Element
Hardware (EAL6+) to support multiple
cryptography:

* ECC: NIST curves up to P-521, Brainpool r1

curve upto 512,

* RSA® upto 2048,

* AES key up to 256,

* Hashing support up to SHA-256, HMAC up to

SHA-512,

* TLSv1.2 PRF and HKDF up to SHA-512

- It also features SAM socket compatible with
MIFARE SAM AV1/AV2/AV3 which gives the
possibility to further increase the security of
storing encryption keys (Evaluation Assurance
Level, EAL5+) and also allows for diversification
of encryption keys.

The Cidron family is available both with - and
without keypad. The versionwith keypad has
backlit keys that is configurable to always be on,
off or in auto mode which means that when a card
is presented to the reader or a key is pressed the
keypad will light up. The version without keypad
has a symbol at the front of the reader which will
be lit when a card is presented to a reader
configured to auto mode.

The substantial LED frame provides visual
indications to the user, the LED
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frame can indicate green, red or yellow.
There is also an embedded buzzer that
can be used for audible indications. The
LED frame,backlight and buzzer can all
be configured to indicate different
operations and events using sound or
light to communicate with the user. The
indications can also be activated by
external controls by using general
purpose input/output's (GPIQO's),for
instance an individual reader can be
configured to light up the LED frame in
green or red by the fire alarm system
depending on which GPIO the fire alarm
system is connected to.

The Cidron family also includes a range
of built-in accessories that facilitates
installation, assist in complying with
legislation and protects the reader from
external factors.The Cidron family is
designed for surface mounting but can
also be fitted to standard European
installation boxes.

With the array of communication
protocols available in the Cidron reader
it makes it extremely versatile and can

be installed in most physical access
control systems without any additional
plug-in modules.The Open Supervised
Device Protocol,0SDP™is a bidirectional
commumication protocol developed by
SIA (Security Industry Assciation) which
provides continuous monitoring of the
reader but if applied it also enables
AES128 encrypted communication
between the reader and the controller.
This so called "Secure Channel" is
available in Cidron readers.

Cidron family reader is designed with
various accessories to facilitate installation
in all kinds of occasions. The Cidron reader
vandalization protection protects the reader
and helps it withstand violence by absorbing
and redirecting external forces away from
the reader. Distance plate with different
angled enables smooth and flexible
installations, and increase accessibility as
well as visibility of the Cidron reader keypad.
The tamper switch tray can help Cidron
reader suitable for uneven wall installation
and all kinds of mounting surface
installation.



VG 3 RFID,NFC,BLE & QR CODE
OSDP STANDARD READER

Accessory module QR code
scanner (VG3 compatible only)

Key features

® 4in1timelessdesignreaderinstandard size

@® Barcode & QR code accessory module for assembling

@ Mobile credential BLE5.3 & NFC for access control by using smart phone

@ 125KHz EM Prox

® 13.56MHz MIFARE® Classic & Plus, DESFire®EV1/EV2/EV3

® Embeded Secure Element Hardware EAL6+

® MIFARE® SAM AV1/AV2/AV3 forincrease the security of storing encryption keys

® Embeded Secure Element and MIFARE® SAM AV1/AV2/AV3 can be used independently or
in combination to enhance security, making them suitable for the most advanced security-
critical applications.

® Wiegand, RS485, C&D communication interface

® OSDP Secure Channel

@ Supports OTA (Over-the-Air) firmware upgrades via BLE connectivity through
smartphone APP

@ High compatible to third party controller



Technical Specifications
CIDRON VG3 READER

Operating Frequency

Contactless ISO Standard

Contactless Cards

Mobile Credential

Barcode/QR Scanner

Security Level

Communication Interface

Keypad

Indicators

Power supply

Input/Output
Tamper Alarm

Operating Temperature
Operating Humidity

Ingress Protection Classification
Harsh Environment

Housing Dimensions
Configuration Methods
Firmware upgrade

Compliances

VG3-SC931X0 VG3-SE931X0

125KHz &13.56MHz
1ISO14443A/B, 1ISO15693, NFC, EM125KHz

* Mifare® Classic

* Mifare® Plus

* Desfire® EV1/EV2/EV3

« JCOP

* 14443B UID

* NFC Forum Tag

* EM4100/4102/Prox/Crosspoint

* Mifare® Desfire® DUOX(On Request)

« Mifare® Classic

= Mifare® Plus

* Desfire® EV1/EV2/EV3

= JCOP

* 14443B UID

* NFC Forum Tag

« EM4100/4102/Prox/Crosspoint

NFC, BLE 5.3, QR Code (optional)

Request QR code scanner module (VG3 compatible only)

1. Embeded Secure Element Hardware
(EAL6+) Cryptographic support:
* ECC: NIST curves up to P-521, Brainpool
rlcurveupto512,
* RSA® up to 2048,
* AES key up to 256,
* Hashing support up to SHA-256, HMAC
up toSHA-512,
* TLSv1.2 PRFand HKDF up to SHA-512
2. Secure Access Module: 1SO7816 SAM,
Mifare® SAM AV1/AV2/AV3
Embeded Secure Element and MIFARE® SAM
AV1/AV2/AV3 can be used independently orin
combination to enhance security, making them
suitable for the most advanced security-critical
applications.

Secure Access Module: ISO7816 SAM,
Mifare® SAM AV1/AV2/AV3 (EALS+)

Wiegand 24-1024 bit, RS485 (OSDP 1,05DP 2, including Secure channel), Clock/Data

12 digit keypad in 2 rows of 6 keys in each row with Blue LED backlit controlled
to ON/OFF and auto, intensely adjustable.

* LED bar withred, green and amber intensely adjustable.
* Buzzer

9-30VDC
4 input for LED and buzzer and 2 configurable GPIO's

Built-in mechanical tamper switch which allows for indication both break off
protection and opening of the reader.

-40~70, with thermostat controlled embedded heater
0~95% RHNC (Relative Humidity No Condensation)
IPB5 electric epoxy potted (request weather protection casing)
Yes (keypad reader request silicon front plate)
L=109mm, H=25mm, W=79mm
Configuration card, Configcard software or factory configured readers.
Supports OTA (Over-the-Air) firmware upgrades via BLE connectivity through smartphone app
CE

*The specifications are subject to change without notice.



QR CODE SCANNER MODULE

- Area image 640 x 480 pixels, Filed of View 68°(H) x 51(V)
- Decode range: 20mm-150mm(QR 20MIL)
Barcode/QR scanner - Roll/Pitch/Yaw: 360°, +55°, £55°
- Multiple formats supported (1D & 2D Codes): QR Code, Micro QR code,
PDF417, Code 128, Code 39 and most mainstream 1D and 2D barcodes.

Operating temperature -20°~ +55°C

Operating humidity 0~95% RHNC (Relative Humidity No Condensation)
Ingress Protection P65

Classification

Housing dimensions 117*91*74 mm

*The specifications are subject to change without notice.

Cidron VG3 RFID + NFC + BLE Standard OSDP Reader Part No.

Cidron Combi 13.56MHz/125KHz/BLE with keypad, matt black SC93100-MDEB-VDI27-S
Cidron Standard 13.56MHz/BLE with keypad, matt black SC93100-MDB-VDI27-S
Cidron Combi 13.56MHz/125KHz/BLE without keypad, matt black SC93110-MDEB-VDI27-S
Cidron Standard 13.56MHz/BLE without keypad, matt black SC93110-MDB-VDI27-S

Cidron Combi 13.56MHz/125KHz/BLE with keypad, embeded secure

element hardware, matt black SE93100-MDEB-VDI27-5

Cidron Standard 13.56MHz/BLE with keypad, embeded secure

element hardware, matt black SE93100-MDB-VDI27-S

Cidron Combi 13.56MHz/125KHz/BLE without keypad, embeded

secure element hardware, matt black SE93110-MDEB-VDI27-5

Cidron Standard 13.56MHz/BLE without keypad, embeded secure

element hardware, matt black SE33110-MDB-VDIZ27-5

Cidron VG3 RFID + NFC + BLE + QR CODE Standard OSDP Reader

Cidron Combi 13.56MHz/125KHz/BLE/QR with keypad, matt black SC93100-MDEBQ-VDI27-S
Cidron Standard 13.56MHz/BLE/QR with keypad, matt black SC93100-MDBQ-VDI27-S
Cidron Combi 13.56MHz/125KHz/BLE/QR without keypad, matt black SC93110-MDEBQ-VDI27-S
Cidron Standard 13.56MHz/BLE/QR without keypad, matt black SC93110-MDBQ-VDI27-5

Cidron Combi 13.56MHz/125KHz/BLE/QR with keypad, embeded

secure element hardware, matt black SE93100-MDEBQ-VDI27-S

Cidron Standard 13.56MHz/BLE/QR with keypad, embeded

secure element hardware, matt black SE93100-MDBQ-VDI27-5

Cidron Combi 13.56MHz/125KHz/BLE/QR without keypad,

embeded secure element hardware, matt black SR A IRIE e DS

Cidron Standard 13.56MHz/BLE/QR without keypad, embeded

secure element hardware, matt black 5E93110-MDBQ-VDIZ7-5




VG 3 RFID,NFC,BLE & QR CODE
OSDP SLIMINE READER

Accessory module QR code
scanner (VG3 compatible only)

Key features

® Timeless design readerinslimline size

® Barcode & QR code accessory module for assembling

® Mobile credential BLE 5.3 & NFC for access control by using smart phone

® 13.56MHz MIFARE®Classic & Plus, DESFire®EV1/EV2/EV3

® Embeded Secure Element Hardware EAL6+

® MIFARE® SAM AV1/AV2/AV3 forincrease the security of storing encryption keys

® Embeded Secure Element and MIFARE® SAM AV1/AV2/AV3 can be used independently
orincombination to enhance security, making them suitable for the most advanced
security-critical applications.

® Wiegand, RS485, C&D communication interface

® OSDP Secure Channel

® Supports OTA (Over-the-Air) firmware upgrades via BLE connectivity through
smartphone APP

@ High compatible to third party controller



Technical Specifications

CIDRON VG3 READER

Operating Frequency

Contactless ISO Standard

Contactless Cards

Mobile Credential

Barcode/QR Scanner

Security Level

Communication Interface

Keypad

Indicators

Power supply

Input/Output
Tamper Alarm

Operating Temperature
Operating Humidity

Ingress Protection Classification
Harsh Environment

Housing Dimensions
Configuration Methods
Firmware upgrade

Compliances

VG3-SC932X0 VG3-SE932X0

13.56MHz
1SO14443A/B, 1SO15693, NFC

* Mifare® Classic

* Mifare® Plus

* Desfire® EV1/EV2/EV3

= JCOP

» 14443B UID

* NFC Forum Tag

* Crosspoint

* Mifare® Desfire® DUOX(On Request)

* Mifare® Classic

* Mifare® Plus

* Desfire® EV1/EV2/EV3
- JCOP

= 14443BUID

* NFCForum Tag

= Crosspoint

NFC, BLE 5.3, QR Code (optional)

Request QR code scanner module (VG3 compatible only)

1. Embeded Secure Element Hardware
(EAL6+) Cryptographic support:
* ECC: NIST curves up to P-521, Brainpool
rlcurveupto512,
* RSA® upto 2048,
* AES key up to 256,
* Hashing support up to SHA-256, HMAC
Secure Access Module: 1ISO7816 SAM, up to SHA-512,
Mifare® SAM AV1/AV2/AV3 (EALS+) + TLSv1.2 PRF and HKDF up to SHA-512
2.Secure Access Module: 1SO7816 SAM,

Mifare® SAM AV1/AV2/AV3

Embeded Secure Element and MIFARE® SAM
AV1/AV2/AV3 can be used independently or
in combination to enhance security, making
them suitable for the most advanced
security-critical applications.

Wiegand 24-1024 bit, RS485 (OSDP 1,0SDP 2, including Secure channel), Clock/Data

12 digit keypad in 2 rows of 6 keys in each row with Blue LED backlit controlled to
ON/OFF and auto, intensely adjustable.

* LED bar with red, green and amber intensely adjustable.
* Buzzer

9-30VDC
4inputfor LED and buzzer and 2 configurable GPIO's

Built-in mechanical tamper switch which allows for indication both break
off protection and opening of the reader.

-40~70, with thermostat controlled embedded heater
0~95% RHNC (Relative Humidity No Condensation)
IP65 electric epoxy potted (request weather protection casing)
Yes (keypad reader request silicon front plate)
L=141mm,H=25mm W=48mm

Configuration card,Configcard software or factory configured readers.

Supports OTA (Over-the-Air) firmware upgrades via BLE connectivity through smartphone app

CE

*The specifications are subject to change without notice.



QR CODE SCANNER MODULE

- Area image 640 x 480 pixels, Filed of View 68°(H) x 51(V)
- Decode range: 20mm-150mm(QR 20MIL)
Barcode/QR scanner - Roll/Pitch/Yaw: 360°, £55°, £55°
- Multiple formats supported (1D & 2D Codes): QR Code, Micro QR code,
PDF417, Code 128, Code 39 and most mainstream 1D and 2D barcodes.

Operating temperature -20°~ +55°C

Operating humidity 0~95% RHNC (Relative Humidity No Condensation)
I P i

ngre.ss.; rfatectlon s

Classification

Housing dimensions 150*%93*62 mm

*The specifications are subject to change without notice.

Cidron VG3 RFID + NFC + BLE Slimline OSDP Reader Part No.
Cidron Slimline 13.56MHz/BLE with keypad, matt black SC93200-MDB-VDI27-S
Cidron Slimline 13.56MHz/BLE without keypad, matt black SC93210-MDB-VDI27-S

Cidron Slimline 13.56MHz/BLE with keypad, embeded secure

element hardware, matt black SE93200-MDB-VDI27-5

Cidron Slimline 13.56MHz/BLE without keypad, embeded secure

element hardware, matt black SE93210-MDB-VDIZ27-5

Cidron VG3 RFID + NFC + BLE + QR CODE Slimline OSDP Reader

Cidron Slimline 13.56MHz/BLE/QR with keypad, matt black SC93200-MDBQ-VDI27-S

Cidron Slimline 13.56MHz/BLE/QR without keypad, matt black SC93210-MDBQ-VDI27-S

Cidron Slimline 13.56MHz/BLE/QR with keypad, embeded secure

element hardware, matt black SE33200-MDBQ-VDI27-5

Cidron Slimline 13.56MHz/BLE/QR without keypad, embeded

secure element hardware, matt black SE93210-MDBQ-VDI27-5




VG

RFID NFC
0SDP READER

Key features

® Timeless design reader in standard size

® Mobile credential NFC for access control by using smart phone

® 125KHz EM Prox

® 13.56MHz MIFARE® Classic & Plus, DESFire® EV1/EV2/EV3

® Embeded Secure Element Hardware EAL6+

® MIFARE® SAM AV1/AV2/AV3 forincrease the security of storing encryption keys

® Embeded Secure Element and MIFARE® SAM AV1/AV2/AV3 can be used independently
orincombination to enhance security, making them suitable for the most advanced
security-critical applications.

® Wiegand, RS485, C&D communication interface
® OSDP Secure Channel
® High compatible to third party controller



Technical Specifications

CIDRON VG2 READER
Operating Frequency

Contactless ISO Standard

Contactless Cards

Mobile Credential

Security Level

Communication Interface

Keypad

Indicators

Power supply

Input/Output
Tamper Alarm

Operating Temperature
Operating Humidity

Ingress Protection Classification
Harsh Environment

Housing Dimensions
Configuration Methods

Compliances

VG2-SC91X0 VG2-SE91X0
125KHz &13.56MHz
15014443A/B, 15015693, NFC, EM125KHz

Mifare® Classic
Mifare® Plus
Desfire® EV1/EV2/EV3

* Mifare® Classic
* Mifare® Plus
* Desfire® EV1/EV2/EV3

JCOP
= JCOP

14443B UID
= 14443B UID NFC Forum Tag
* NFCForum Tag EM4100/4102

* EM4100/4102 Mifare® Desfire® DUOX(On Request)

NFC

1. Embeded Secure Element Hardware
(EAL6+) Cryptographicsupport:
= ECC: NIST curves up to P-521, Brainpool rl
curveupto512,
* RSA® upto 2048,
» AES key up to 256,
* Hashing support up to SHA-256, HMAC up
Secure Access Module: ISO7816 SAM, to SHA-512,
Mifare® SAM AV1/AV2/AV3 (EAL5+) * TLSv1.2 PRFand HKDF up to SHA-512
2. Secure Access Module: 1SO7816 SAM,
Mifare® SAM AV1/AV2/AV3
Embeded Secure Element and MIFARE® SAM
AV1/AV2/AV3 can be used independently or in
combination to enhance security, making them
suitable for the most advanced security-
critical applications.

Wiegand 24-1024 bit, RS485 (OSDP 1,0SDP 2, including Secure channel), Clock/Data

12 digit keypad in 2 rows of 6 keys in each row with Blue LED backlit controlled to
ON/OFF and auto, intensely adjustable.

* LED bar with red, green and amber intensely adjustable.
* Buzzer

9-30VDC
4 input for LED and buzzer and 2 configurable GPIQ's

Built-in mechanical tamper switch which allows for indication both break off protection
and opening of the reader.

-40~70, with thermostat controlled embedded heater
0~95% RHNC (Relative Humidity No Condensation)
IP65 electric epoxy potted (request weather protection casing)
Yes (keypad reader request silicon front plate)
L=109mm, H=25mm, W=79mm
Configuration card, Configcard software or factory configured readers.

CE

*#The specifications are subject to change without notice.
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